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RPKI

vVvyvyVvVvyypy

Resource Public Key Infrastructure
Cil: Zabezpetit smérovani v Internetu
Opt-in

Route Origin Authorizations (ROA)
Route Origin Validation (ROV)

Hostované RPKI - implementovaly RIR (RIPE, ...
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Statistiky ROA

Number of ROAs
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This graph shows the total number of valid Route Origin Authorisation (ROA) objects created by the holders of a certificate
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ROV

» Route Origin Validation

> Mozné vysledky validace: Valid, Not-found, Invalid

» Co udélat s Invalid?: Rozhoduje kazdy ISP, ktery implementuje ROV.
» MoZnosti: SniZit preferenci? Zahodit? Propustit?
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Experiment na vyhledani ROV
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Experiment na vyhledani ROV

ROV se nicméné uplatiiuje zfidka (2016,/2017):

>

>
>

Experimenty ukazaly Ze pouze 0.1% autonominch systémil v Internetu validuji a
vyuZivaji vysledky ROV k ovlivnéni routingu.
Pouze 2 (ov&feno) a 12 (moznd) AS aplikuji vysledky ROV na routing!

Nezdvisly experiment - Towards a Rigorous Methodology for Measuring Adoption of
RPKI Route Validation and Filtering, autofi A. Reuter, R. Bush, |. Cunha, E.
Katz-Bassett T. Schmidt a M. Wahlisch dosli k prakticky shodnému vysledku.

On-line pokralujici mé&feni https://rov.rpki.net/
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https://rov.rpki.net/

Co
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vadi na ROV?

Obavy z "nové” technologie,

nedlivéra v "komplexni” systém, krypto, ...,
obavy z odpojeni vzdalenych siti a ztraty €asti provozu kvili chybnym ROA,
chybéjici business case pro RPKI,

nedivéra v prenos authority do formalni hierarchie, kterd miZe narusit svobodu
Internetu.
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Obavy z odpojeni vzdalenych siti a ztraty ¢asti provozu
» Konflikty mezi ROA originy and originy v BGP je snadné spoditat ...

» NIST tuto analyzu provedl a zveFejnil na webu.

» Jaky by byl dopad nasazeni ROV na provoz?

Gilobal: Validation Snapshot of Unique P/O pairs

752,460 Unique |Pv4 Prefix/Origin Pairs

O nottound M valid B invalid
(685,346) (60,826) (©6,289)
invalid 0.84%.
valid 8.08%-

not-found 91.08%

NIST RPKI Monitor 2015-02-27

Zdroj: https://rpki-monitor.antd.nist.gov/

# Unique Prefix / Origin Pairs.

Global: Validation History of Unique P/O pairs
Only IPv4 Prefixes
Onotfound  Dvaid B invalid
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Obavy z odpojeni vzdalenych siti a ztraty ¢asti trafficu (pokral.)
Jak prozkoumat dopady nasazeni ROV...
P> Lze je simulovat!

» Co je potteba?: BGP feed, platné publikované ROA, zaznam provozu v
pouZitelném formatu - NetFlow

» Diky AS29134 (Ignum, s.r.0.) za poskytnuti potFebnych dat!

AS 29134
ASBR

RPKI validator
output

ROAs NetFlow
(export.csv)

ROV engine NetFlow simulator
BGP-ROA conflicts
(pfx to be dropped)

BMP
BGP table dumps
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Results

AS29134 - Dropped packets by protocols

® TCP dropped
©  UDP dropped
® Others dropped

»
B

9% Packets dropped
s
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Results (cont.)

AS29134 - Dropped % bytes by protocol

9% of bytes

® TCP dropped
©  UDP dropped
® Others dropped
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Results (cont.)

AS29134 ports - dropped packets
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Results (cont.)

AS29134 ports - % dropped packets
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Co vadi na ROV?

> ()I 7" IYII I - :
» RIPE NCC RPKI Validator, je vyvijen od roku 2011, souasna verze 2.24,
» podpora routerech: |0S-XE 3.5.0, 10S 15.1(3)S, 10S-XR 4.2.1, JunOS since 12.2R1,
» redlnd nasazeni v Internetu: AS8283, AS50300 and AS59715,

> nediivéra~v—komplexnisystém—krypto—— Ale pofad to nenfi tak zlé, jako
HTTP/HTTPS a nebo BGP,

> obavy z odpojeni vzdalenych siti a ztraty €asti provozu kvili chybnym ROA,
» chybéjici business case pro RPKI,

» nedivéra v pfenos authority do formalni hierarchie, ktera mize narusit svobodu
Internetu.
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Co dal?

v

Integrace ROV simuldtoru s IDS - automatické rozpoznani a kvantifikace
legitimniho provozu od utokl v datech, kterd by byla odfiltrovdna ROV,

roz&i¥it studii o daldi (v&tsi) sitg,
odpovédét Gastnikiim studie otdzku, jaky dopad by m&lo ROV na jejich sit
a popsat globalni benefity a nevyhody nasazeni ROV.
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Dékuji za pozornost!

Dotazy?

tomas.hlavacek®@nic.cz
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